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Group/Category Permissions

Introduction

In OnPoint’s Release Version 5.4 a Site Administrator will now have the ability to assign Groups and Content
Categories to all Course Manager roles with the exception of Document Administrators.

Why might this be useful?

This new function will add an additional level of access restriction for individual administrators, beyond what their
role provides them. It is designed to control the access administrators have to particular user groups as well as
specific categories of content.

As an example, let’s say you have several unique groups sharing one slice of the LMS database. Group Alpha’s
authors and admins should see their own lists of user groups and content categories, but not see Group Beta’s
users or content. This permissions feature allows you to set up each of the authors and admins of the Alpha group,
to only see and be able to edit users that are members of the groups assigned to them. When these admins go into
Course Manager, their ‘lists’ will be filtered to expose only those users and content items that are appropriate.

In this example, it doesn’t preclude some groups or content categories from being viewed by both the Alpha and
Beta groups. For instance, perhaps there is a Company History course that should be able to be viewed and
assigned by either group of administrators. In that case, the category that the Company History falls under, say
“Company Information,” would be ‘assigned’ to both the Alpha and Beta administrators respectively.

The information and screen shots below will take you step by step through the process of setting permissions for
Administrators.
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1.0: Assigning Permissions to Admins

Group Permissions

1. Inthe OnPoint Course Manager application you will need to first select the Users & Groups main menu, then
choose Users & Managers from the dropdown (Figure 1). Locate the name of the admin to be updated. Use
the Show Roles - Manager filter to narrow your list to manager roles only, or use any of the additional filter
options to narrow your list further, if necessary. Select the manager name from the list.

| " ONPOINT

DIGITAL
LM5/LCMS and Mobile Learning Solufions

Users & Groups | Content | Assessments | Skills & Gam

=

E Users & Managers

B Groups Mabile User Wizard |
Job Codes

) [JELMNOPQRST
Locations

Organization Chart Crganization

Announcements
Reports User Login
01278 1. Student student

S .y = L 1

Figure 1

2. Once inside the manager’s record, select the Management subtab to view the list of available groups and
categories to be assigned (Figure 2).

USERS & GROUPS: ADMINISTRATIVE RIGHTS

Information Test Scores History = Notes = Performance  Mobile Profile  E-Commerce | Certifications
Manager: 1, Student Groups | Categories |
| «Assign/Unassign » |
Assigned Groups (check to remove) Filter. [ appy | &

Available Groups  (check to assign)

[+ Notification Test Group

[ *Experts

[ 101 Introduction to Proliance

[ 102 Business Process management and Workflow

(] 103 Navigating Proliance

[ Airgas evaluators

[ All Hew Hires - Supenvisors

[ Al Users

[ B wyze

[ Belden

[ Bell Canada

[ Bellewsther

[ Bronze Trainers

Oca

[ Clinvestments

(] NI FAI Group

[ complete Nutrition

[ cricket Demo

[ csa standards

[ Cypress Main

[ Cypress Pillsbury

[ Demo Content

[ Demo Genworth Group

(1 Dish Network

[ edgenics

[ Estrategy Solutions Demo
select-all  clear-all L Fico

Figure 2
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Group/Category Permissions

Note: If the assigned groups is left blank then the administrator will have
access to all groups. In order for there to be limitations there must be
groups listed in this column.

3. Check that the page display filter in the upper right hand corner is set to Groups (Figure 3). [This is the
default setting.] This displays all the Available, Active Groups to choose from. Select the checkbox next to
each group that you want to add management access rights to, then click the Assign/Unassign action
button in the center to move your selection(s) over to the Assigned Groups column. These will now be the
only groups that this Admin will have access to in Course Manager.

USERS & GROUPS: ADMINISTRATIVE RIGHTS
Test Scores | Management | History ~MNotes = Performance — Mobile Profile  E-Commerce  Certifications

Groups | Categories |

Manager: 1, Student

| 4AssigniUnassignp |

Assigned Groups (check to remove) Fiter: |:| [v ey | &
) Al New Hires - Supenisars Available Groups (check to assign)
&) B Wyze
[ ** Notification Test Group -
] *Experts
() 101 Intreduction te Proliance
() 102 Business Process management and Workflow
() 103 Navigating Proliance
[ Airgas evaluators
() All Users

) Belden

") Bell Canada

) Bellewether

) Bronze Trainers

L CA

) ClInvestments

=) CNI FAI Group

[ Complete Mutrition

) Cricket Demo

[} CSA Standards

) Cypress Main

[ Cypress Pillsbury

() Dema Content

() Dema Genworth Graup
) Dish Network

) edgenics

[ Estrategy Solutions Demo
) FICO

) Front End Semice Clerks/Cart Retrievers
select-all  clear-all ) Garda

Figure 3

4. Use the Filter at the top of the Available Groups list to narrow the list by Group name.

Category Permissions

1. Tolimit an Admin’s access to specific content categories, click the Categories page display filter in the top
right (Figure 4). This displays all the Available, Active Categories in the system to choose from. Click the
checkbox next to each category you want to add management access rights to, then click the
Assign/Unassign action button in the center to move them over to the Assigned Categories column. These
will now be the only categories this Manager will have access to in Course Manager.
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USERS & GROUPS: ADMINISTRATIVE RIGHTS
Test Scores | Management | History ~ MNotes  Performance = Mobile Profile | E-Commerce  Certifications

Manager- 1, Student | Groups Categories
[ «Assigntunassign» |
Assigned Categories (check to unassign) Available Categories (check to assign) '
0 401K
AAA-Course Master Templates
[ AAAA-Robert
accusport
Acosta

) American Cancer Socisty (ACS)
Amerind
) Amerind Samples
Angela's category
() Annual Reviews
At Road
0 aTTP
Austin
Banking 101
) Bamey & Bamey
BayGroup
) Bell Canada
Bellewether
[ Bert Rodgers
BLG
() Brandon Hall 2008 Excellence in Learning Awards
Brighton
Business Management

select-all  clear-all [/ Business Policies .

Figure 4

2. Use the Filter at the top of the Available Categories list to narrow the list by Category name.

Note: If the assigned categories is left blank then the administrator will
have access to all categories. In order for there to be limitations there
must be categories listed in this column.
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2.0: Assigning Permissions to Performance (Reporting) Managers

Group Permissions

1. Inthe OnPoint Course Manager application you will need to first select the Users & Groups main menu, then
choose Users & Managers from the dropdown (Figure 5). Locate the name of the admin to be updated. Use
the Show Roles - Manager filter to narrow your list to manager roles only, or use any of the additional filter
options to narrow your list further, if necessary. Select the manager name from the list.

| "ONPOINT

DIGITAL
LMS/LCMS and Mobile Learning Solufions

Users & Groups | Content

Assessments | Skills & Gam

E Users & Managers

T

E Groups Mabile User Wizard |
Job Codes

. [JKLMNOPQRST
Locations

Organization Chart

Organization

SAdnnn oy ) P

Announcements

User Logi
Reports ser Login
01278 1. Student student

L P

Figure 5

2. Once inside the manager’s record, select the Management subtab to view the list of available groups,
categories, and mentored users to be assigned (Figure 6).

USERS & GROUPS: ADMINISTRATIVE RIGHTS

Test Scores | Management | History Motes  Performance  Mobile Profile  E-Commerce  Certifications

Ianager: B-H Demo, User

Assigned Groups (check to remove)
) *Experts
L= 101 Introduction to Proliance

[ 102 Business Process management and Workflow

select-all  clear-all

[ Groups | Categories

\ 4 Assign/Unassign b \

Filter: | + Apply \ (f
Available Groups  (check to assign)

[ = Notification Test Group
L) All New Hires - Supenisors

L 103 Navigating Proliance O Al Users
[ Airgas evaluators ) B Wyze
I Support Team [ Belden
1) Bell Canada
1) Bellewether

) Bronze Trainers
[ ca

) €l Investments

L) CNI FAl Group

1) Complete Nutrition
1) Cricket Demo

[ CSA Standards
U Cypress Main

I Cypress Pillsbury

71 P bt

Mentored Users |

Figure 6
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Note: If the assigned groups is left blank then the administrator will have
access to all groups. In order for there to be limitations there must be
groups listed in this column.

3. Check that the page display filter in the upper right hand corner is set to Groups (Figure 7). [This is the
default setting.] This displays all the Available, Active Groups to choose from. Select the checkbox next to
each group that you want to add management access rights to, then click the Assign/Unassign action
button in the center to move your selection(s) over to the Assigned Groups column. These will now be the
only groups that this Admin will have access to in Course Manager.

USERS & GROUPS: ADMINISTRATIVE RIGHTS

nformation | Assignments  Memberships  TestScores | Mamagement| Histoy Motes Perormance Mobie Profle | E-Commerce  Certfications

Manzger B Demo, User \Gmups Cafeqoriss | Mentorad Users
4 AssignlUnessign b

Assigned Groups  (check fo remove| Fiter v Aoply L‘ \

- "Experts

Avalable Groups (check to assign)
101 Introducfion to Profiance .
= ** Noifcation Test Group

= Al New Hires - Supenisors
< 103 Navigating Proliznce O Al s

- 102 Business Process management and Woridow

< Airgas evaluators U BWyze

- Suppot Team - Belden B
= Bell Canada
= Bellwether
= Bronze Trainers
L CA
= ClImestments
= CNIFAl Group
= Complete Nutrion
U Crcket Dema
~ CBA Sfandands
= Cypress Main

= Cypress Pillsbury
selectal  clearal v

[N

Figure 7

4. Use the Filter at the top of the Available Groups list to narrow the list by Group name.

Category Permissions

1. Tolimit an Admin’s access to specific content categories, click the Categories page display filter in the top
right (Figure 8). This displays all the Available, Active Categories in the system to choose from. Click the
checkbox next to each category you want to add management access rights to, then click the
Assign/Unassign action button in the center to move them over to the Assigned Categories column. These
will now be the only categories this Manager will have access to in Course Manager.
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USERS & GROUPS: ADMINISTRATIVE RIGHTS
nfomation  Assignments  Memberships  Test Scores | Management | History MNotes Performance  Mobie Profle  E-Commerce  Certfications

Menzger BH Demo, User Guoups | Categories | Mentored Users

4 Assign/Unzssign b
Assigned Categones (check to unassign] Available Categories (check to assign) t
0K
= AAACourse Master Templates
L AbAARobet
U accuspot
L Acosta
= Amencan Cancer Socity (ACS)
L Amerind
= Amerind Samples
L Angela’s category
L Annual Reniews
L At Read
L ATIP
L Austin
L Banking 101

selectall  clearal |/ Bamey & Bamey

Figure 8

2. Use the Filter at the top of the Available Categories list to narrow the list by Category name.

Note: If the assigned categories is left blank then the administrator will
have access to all categories. In order for there to be limitations there
must be categories listed in this column.

Mentored Users

1. The Management option will now also allow Administrators to assign a Manager as a “mentor” to one or
more users in the system. Click the Mentored Users page display filter in the top right (Figure 9).

USERS & GROUPS: ADMINISTRATIVE RIGHTS
Information ~ Assignments ~ Memberships  Test Scores | Management | History = Notes Performance  Mobile Profle  E-Commerce  Certifications

Manager B-H Demo, User [ Groups [ Categories | Mentored Users |

{AssignUnassian b | /
Assigned Cateqories (check to unassign) Available Categories (check to assign)

Figure 9

2. This displays all the Available, Active Users in the system to choose from (Figure 10). Click the checkbox
next to the User you want to add to another as a mentor, then click the Assign/Unassign action button in
the center to move them over to the Assigned Users column. These will now list the names of the Users that
this Manager will have listed as being a mentor to.

OnPoint Digital, Inc. All Rights Reserved
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USERS & GROUPS: MANAGER ASSIGN USER(S) !
Manager: B-H Demo, User
‘ # Finished | « | 4 Assign/Unassign » | Check items to assign or remove and click Assign/Unassign
Assigned Users (check to unassign) | Y Filter | Available Users (check to assign) | Y Filter |
~filtered list - ~filtered list -
) Smith, Fred ) Admin, OnPoint «

=) Admin, Trivantis
|-/ Alexis, Debra

. Allgood, Tracy
[ Ambarian, Janel
[ ameridian, tester
' Anderson, Angela

[ Aughenbaugh, Paul

select-all clear-all select-all claar-all

Figure 10

3. Once a Manager has had a user(s) assigned to him/her to mentor, the Manager can view dashboard
reporting information and run standard reports for any assigned mentees via OnPoint’s Performance
Manager module.

4. Use the Filter at the top of the Available Categories list to narrow the list by Category name.

Note: While any Manager may mentor multiple users, each user can only
have one mentor.
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3.0: Assigning Permissions to Performance (Group) Managers

Group Permissions

1. Inthe OnPoint Course Manager application you will need to first select the Users & Groups main menu, then
choose Users & Managers from the dropdown (Figure 11). Locate the name of the admin to be updated.
Use the Show Roles - Manager filter to narrow your list to manager roles only, or use any of the additional
filter options to narrow your list further, if necessary. Select the manager name from the list.

| "ONPOINT

DIGITAL
LMS/LCMS and Mobile Learning Solutions

Assessments | Skills & Gam

EE—

Users & Groups | Content

E Users & Managers

B8 Groups Mobile User Wizard |
Job Codes

: [JKLMNOPQRST
Locations

Organization Chart Organization

Announcements
User Login
Reports -
01278 1, Student student
Figure 11

2. Once inside the manager’s record, select the Management subtab to view the list of available groups,
categories, and mentored users to be assigned (Figure 12).

USERS & GROUPS: ADMINISTRATIVE RIGHTS
Test Scores | Management | History ~ Notes  Performance  Mobile Profle ~ E-Commerce = Cerifications

[ Groups | Categories

[anager Boyette, Alan Shared Devices | Mentored Users |

4 Assign/Unassign »

Assigned Groups (check to remave) Filter | + Apply ‘ (f

10 Front End Service Clerks/Cart Retrievers
[ HR

[ OnPaint Testers

Available Groups (check to assign)

[/ *** Notification Test Group

select-all  clear-all

L2 All New Hires - Supenisors
0 All Users

L B Wyze

1) Belden

I Bell Canada

1) Bellewether

1) Bronze Trainers

Lca

1 ClInvestments

L) CNIFAI Group

| nranlabn Misbsitine

1 *Experts
& Operators /101 Introduction to Proliance
/" Southem Region {1102 Business Process management and Workflow
1) Support Senices 12/ 103 Navigating Proliance
1 Suppart Team 1) Airgas evaluators
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Note: If the assigned groups is left blank then the administrator will have
access to all groups. In order for there to be limitations there must be
groups listed in this column.

3. Check that the page display filter in the upper right hand corner is set to Groups (Figure 13). [This is the
default setting.] This displays all the Available, Active Groups to choose from. Select the checkbox next to
each group that you want to add management access rights to, then click the Assign/Unassign action
button in the center to move your selection(s) over to the Assigned Groups column. These will now be the
only groups that this Admin will have access to in Course Manager.

USERS & GROUPS: ADMINISTRATIVE RIGHTS
Test Scores | Management | History  Notes  Performance  Mobile Profle ~ E-Commerce  Certifications
IManager: Boyette, Alan ["Groups | Categories | Shared Devices | Mentored Users |
4 Assign/Unassign b
Assigned Groups (check to remove) Filter. | v Apply |
) Front End Service Clerks/Cart Retrievers Available Groups (check to assign)
I HR
() == Notification Test Group B
() OnPoint Testers .
[ *Experts
U Operators 1) 101 Introduction to Proliance
) Southern Region 2] 102 Business Process management and Workflow
) Support Senices 12)°103 Navigating Proliance
[ Support Team 1) Airgas evaluators
11 All New Hires - Supenisors
1 Al Users.
B Wyze
) Belden
) Bell Canada
1 Bellewether
=) Bronze Trainers
U ca
2 Cl Investments
[ GNI FAI Group
select-all  clear-all 1 menmintn Rlosbsibine v
Figure 13

4. Use the Filter at the top of the Available Groups list to narrow the list by Group name.

Category Permissions

1. Tolimit an Admin’s access to specific content categories, click the Categories page display filter in the top

right (Figure 14). This displays all the Available, Active Categories in the system to choose from. Click the
checkbox next to each category you want to add management access rights to, then click the
Assign/Unassign action button in the center to move them over to the Assigned Categories column. These
will now be the only categories this Manager will have access to in Course Manager.
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USERS & GROUPS: ADMINISTRATIVE RIGHTS

Test Scores | Management | History Notes ~ Performance  Mobile Profile = E-Commerce  Certifications

Manager: Boyette, Alan | Groups Categories Shared Devices Mentored Users \
| 4 Assign/Unassign b |

Assigned Categories (check to unassign) Available Categories (check o assign)
=] =
401K
) AAA-Course Master Templates
) AAAA-Robert
1 accusport
) Acosta
) American Cancer Society (ACS)
" Amerind
) Amerind Samples
I Angela's category
2 Annual Reviews
) At Road
) ATTP
) Austin
() Banking 101

o
select-all  clear-all ' Bamey & Bamey

Figure 14

2. Use the Filter at the top of the Available Categories list to narrow the list by Category name.

Note: If the assigned categories is left blank then the administrator will
have access to all categories. In order for there to be limitations there
must be categories listed in this column.

Shared Device Permissions

1. To limit an admins access to specific shared device groups created, click the Shared Devices page display
filter in the top right (Figure 15). This displays all the Available, Active Shared Devices in the system to
choose from. Click the checkbox next to each device you want to add management access rights to, then
click the Assign/Unassign action button in the center to move them over to the Assigned devices column.
These will now be the only devices this Manager will have access to.

USERS & GROUPS: ADMINISTRATIVE RIGHTS
Information ~ Assignments = Memberships  Test Scores | Management | History =~ Motes  Performance  Mobile Profle  E-Commerce  Ceifications

Manager: Boyette, Alan | Groups | Categories | Shared Devices | Mentored Users |
| 4 Assign/Unassign » |

Assigned Shared Devices (check to remove) Filter | v Apply | (’f

Available Shared Devices (check to assign)

Figure 15

2. Use the Filter at the top of the Available Shared Devices list to narrow the list by Device name
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Mentored Users Permissions

1. The Management option will now also allow Administrators to assign a Manager as a “mentor” to one or
more users in the system. Click the Mentored Users page display filter in the top right (Figure 16 ).

USERS & GROUPS: ADMINISTRATIVE RIGHTS

Manager: Boyette, Alan

Assigned Groups (check to remave)

Information ~ Assignments ~ Memberships | Test Scores | Management | History ~Notes = Performance  Mobile Profile = E-Commerce  Certifications

‘ 4 AssignUnassign b ‘

Filter

I Groups | Categories | Shared Devices | Wentored Users ‘

[ vaoy | &

Figure 16

2. This displays all the Available, Active Users in the system to choose from (Figure 17). Click the checkbox
next to the User you want to add to another as a mentor, then click the Assign/Unassign action button in

the center to move them over to the Assigned Users column. These will now list the names of the Users that
this Manager will have listed as being a mentor to.

USERS & GROUPS: MANAGER ASSIGN USER(S)
IManager: Boyette, Alan

| Finished | *

Assigned Users (check to unassign)

-filtered list -
) Smith, Fred

select-all claar-all

\ 4 Assign/Unassign b |
| Y Filter \ Available Users (check to assign)
) Admin, OnPoint
[ Admin, Trivantis
) Alexis, Debra
[ Allgood, Tracy

) Ambarian, Janel
) ameridian, tester
I Anderson, Angela
[ Aughenbaugh, Paul

Check items to assign or remove and click Assign/Unassign

| Y Filter \
- filtered list -

select-all claar-all

Figure 17

Once a Manager has had a user(s) assigned to him/her to mentor, the Manager can view dashboard

reporting information and run standard reports for any assigned mentees via OnPoint’s Performance

Manager module.

Use the Filter at the top of the Available Categories list to narrow the list by Category name.

Note: While any Manager may mentor multiple users, each user can only

have one mentor.
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4.0: Editing Permissions

1. If an update needs to be made to the assigned groups, categories, shared devices, or mentored users that
an Admin can access, follow these simple steps:

e Check that your page filter choices are selected as desired

e Mark any Assigned items from the left-hand list, then click the Assign/Unassign action button to
unassign those items (Figure 18)

e Mark any additional Available items from the right-hand list, then click the Assign/Unassign action
button to assign those items

USERS & GROUPS: ADMINISTRATIVE RIGHTS
riomation  Assignments  Memberships  Test Scores | Managemest| History MNotes Pefomance  Mobie Profle  E-Commerce  Centifications
Manzger. Harris, Paige Guups | Categories
Assigned Groups (check fo remove vy |
¥ Expers Moilble Groups (check o assign)
@ 101 inraduction to Profiance X
0 ** Nofcation Test Group -
# Prove Usess 102 Busizss Procsss managsment snd Viordiow
+ une Tranng 103 Mavgating Profancs
0 OnPoint Testers O Airgas evaluiors
L Southem Region 1 AN New Hires - Supervsors
L Suppont Senvices Al Users
1 Supoon Team - B Wyze
L Belden
I Bell Canada
- Bellewsther
I Bronze Trainers
~CA
1= ClInvestments
L CNIFAl Group
) Complete Nutition
L Cricket Dema |
[ C8A Standards
O Cypress Main
0 Cypress Pilsbury
(= Dema Content
[ Demo Gemworth Group
[ Dish Netwark
Figure 18
Tip Use the ‘select-all’ and ‘clear-all’ links at the bottom of lists to assist
with wholesale marking of checkboxes.
Tip: For best results, perform any (click to remove) or (click to assign)
functions as independent actions, rather than attempting to unassign and
assign items simultaneously.
~ y
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